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1. Executive Summary

1.1. Overview

This Report examines 16 codes of conduct that are relevant to Australian consumers when they
engage in online activity (13 active codes and 3 draft codes). It is the first report to analyse the
numerous codes of conduct that have been developed in Australia to address online conduct.
These codes, individually and together, offer online users the prospect of assistance dealing with
unsatisfactory conduct by businesses and others, but whether they meet expectations has been
unclear.

The Report compares each code against best practice guidance on the development and
implementation of codes of conduct issued by Australian regulators. The report also examines
the coverage of codes, through an analysis of the code coverage amongst the top 50 websites
visited by Australian consumers, and the top 19 ISPs by Australian market share.

The report has identified 13 codes that are currently in force, and three significant draft codes.
There may be other codes that have an occasional impact on online activities, and new codes
have appeared during our research, but we believe that we have identified the most significant
codes.

We use a fairly broad definition of codes of conduct — for example, the word “code” does not
have to appear in the title. The report is trying to capture the number and nature of self-
regulatory and co-regulatory instruments intended to cover online activity. The study’s scope is
restricted to Australian codes of conduct, although several codes may have a small extra-
territorial impact.

The report has been completed by staff at the Cyberspace Law and Policy Centre at the
University of NSW. We are grateful for funding assistance provided by the auDA Foundation,
assistance from our research interns, and editorial assistance and feedback provided by several
industry, government and community stakeholders.

1.2. Completed Codes

The report has identified 13 codes of conduct that are currently in force in Australia as of March
2012. Several of these codes are the subject of current reviews, and this is noted in the detailed
analysis of each code.

1. Telecommunications Consumer Protection Code
http://www.acma.gov.au/webwr/telcomm/industry codes/codes/c628 2007.pdf

2. ePayments Code
http://www.asic.gov.au/asic/pdflib.nsf/LookupByFileName/ePayments-code-published-
20-September-2011.pdf/$file/ePayments-code-published-20-September-2011.pdf

3. [Internet] Content Services Code
http://www.iia.net.au/index.php/section-blog/87.html?layout=default

4. Interactive Gambling Industry Code
http://www.dbcde.gov.au/broadband/online _gambling/interactive _gambling_industry co
de

5. Internet Industry Spam Code of Practice
http://www.acma.gov.aw/WEB/STANDARD/pc=PC 310325
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6. e-Marketing Code of Practice
http://www.acma.gov.au/WEB/STANDARD/pc=PC_310326

7. Australian Best Practice Guidelines for Online Behavioural Advertising
http://www.youronlinechoices.com.au/

8. IIA Family Friendly ISP Seal
http://www.iia.net.au/index.php?option=com_content&task=view&id=416&Itemid=9#{f
%20seal

9. Australian Association of National Advertisers Code of Ethics
http://www.aana.com.au/advertiser_ethics code.html

10. iCode (E-Security Code for ISPs)
http://iia.net.au/index.php/section-blog/90-esecurity-code-for-isps/757-esecurity-code-
to-protect-australians-online.html

11. ITA Codes for Industry Co-Regulation in Areas of Internet and Mobile Content
including Content Code 1 (Hosting Content in Australia), Content Code 2 (Providing
Access to Content Hosted Within Australia) and Content Code 3 (Providing Access to
Content Hosted Outside Australia.
http://iia.net.au/images/resources/pdf/iia_code 2005.pdf

12. IIA Responsible Internet Business Program - 10 Point User Protection Code of Ethics
http://iia.net.au/index.php/initiatives/responsible-internet-businesses.html

13. Australian Group Buying Code of Conduct
http://adma.com.au/regulatory/group-buying-code-of-practice/

1.3. Draft Codes

The report has identified three draft codes that we believe have a realistic chance of being
finalised and implemented in Australia.

1. IIA Privacy Code
http://www.iia.net.au/index.php?option=com_content&task=category&sectionid=3&id
=68&Itemid=33

2. IIA Industry Copyright Code
http://www.iia.net.au/index.php/all-members/881-iia-fastracks-industry-copyright-
code.html

3. Best Practices for Dating Websites
http://www.accc.gov.au/

1.4. Best Practice Guidelines for Codes

Codes of conduct are often integrated with other forms of regulation. Direct references to codes
in legislation are increasingly common. Regulators are often given the power to register,
approve or authorise codes of conduct, which arise from diverse circumstances and varied
stakeholders. In these circumstances it is no surprise that some guidance has emerged on best
practice in the development of codes of conduct.

This guidance is not always binding, but it is intended to ensure that codes meet basic tests of
quality and inclusiveness. In this Report we have identified four key ‘best practice guides’ for
the development of codes of conduct:
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— ACCC, Guidelines for developing effective voluntary industry codes of conduct (2005)
http://www.accc.gov.au/content/index.phtml/itemId/658186

— ACMA, Developing Telecommunications Codes for Registration: A Guide (2003)
http://www.acma.gov.au/webwr/telcomm/industry codes/codes/codes.pdf

— ASIC Regulatory Guide 183 - Approval of financial services sector codes of conduct
(2007)
http://www.asic.gov.au/asic/pdflib.nsf/LookupByFileName/ps183.pdf/$file/ps183.pdf

— Office of the Australian Information Commissioner, Privacy Code Development Guide
(September 2001)
http://www.privacy.gov.au/materials/types/guidelines/view/6482

These ‘best practice’ guidelines offer a set of criteria by which codes can be compared. Each
code has been assessed against the common criteria we have identified from the guidelines.

1.5. Issues for consumers

Our general approach was from the perspective of Australian consumers of online services, and
how codes may fit with their expectations and needs. Without the benefit of a legal or technical
department (or detailed knowledge of industry structures) to assist them when they discover
they may need to use a code, online consumers’ interests often align with virtues like simplicity,
clarity, accessibility, certainty, consistency, easy-to-use remedies, and a general focus on ‘user
needs’.

Issues identified for consumers include, to varying degrees:

— the very number of codes which could potentially be applicable to a given online
transaction or issue;

— the complexity of their overlapping coverage;
— wide variations in language, procedure, remedies and robustness;

— uncertainty about coverage and ‘jurisdiction’ broadly considered, including an often
limited or non-existent capacity to involve dominant online service providers operating
offshore;

— patchy or very low sign-up by industry participants, and in some cases difficulty in
ascertaining who is a ‘member’ of the code and what this means;

— inconsistent approaches to effective complaint handling;

— inconsistent or undeveloped approaches to cross-referral to other codes or code bodies
where an inquiry may be outside scope of the first code considered (to prevent ‘falling
through the cracks’); and

— a tendency to focus on industry rather than consumer convenience in regulatory scheme
design.
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2. Comparative Analysis

This section compares the overall impact of the 13 completed codes against some of the key best
practice criteria.

2.1. Coverage

Some codes provide automatic coverage for certain types of businesses, especially ISPs, and
this has resulted in good rates of coverage for those codes.

This Report examines the extent of code coverage amongst the top 50 websites visited by
Australian consumers, and the top 19 ISPs by Australian market share. Detailed coverage tables
are listed in Appendices 2 and 3.

As can be seen in the appendices, the majority of codes require companies to subscribe to the
code before coverage can be assured, and for most codes sign-up rates are very low.

In addition, many of the top 50 websites visited by Australian consumers are hosted outside
Australia by organisations that appear unlikely to sign up to Australian codes of conduct.
However, there are some very limited examples of global companies signing key Australian
codes.

Overall the coverage of the 13 codes appears to be very poor. Simply having a large number of
codes does not ensure consumer protection if most codes only have a few signatories.

Organisations are also faced with a difficult decision in deciding which codes to sign. For
example, a typical Australia e-commerce website is probably not interested in signing more than
1-2 codes. ISPs are in a slightly different position as they are automatically covered by several
codes, but they still face decisions about signing a further half a dozen relevant codes. The
benefits of signing additional codes diminish rapidly once an organisation is already covered by
one code.

2.2. Overlaps

There are significant overlaps in code content amongst the 13 codes in force and the three draft
codes.

The main overlaps are in the areas of:

— privacy protection;

— truth in advertising;

— refunds and returns; and

— the prohibition against sending spam.

Some of these requirements appear in more than ten of the codes in the study.

These overlaps have a range of impacts for potential signatories, including:

— uncertainty about which and how many to join, or whether they are eligible, or required, to
join;

— whether their obligations would vary between the codes;

— the necessity to understand the details of overlap; and
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Website Code | Code | Code | Code | Code | Code | Code | Code | Code | Code | Code | Code | Code
1 7

The Age N/A | N/A A N/A | N/A | NJ/A | NJA | NJA | NJA| N N/A | N | NA
www.theage.com.au
Apple Inc. N/A | N/A | NJA | NJA | NJA | NJA | NNA | NNA | NNA | N N/A| N | NA

www.apple.com

The Internet Movie Database | N/A | N/A | N/A | N/A | N/A | N/A | NJA | NJA | N/A N N/A| N N/A
www.imdb.com

SEEK N/A | N/A A N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.seek.com.au

Flickr N/A | N/A | N/A | N/A | NJA | N/A | NJA | N/A | N/A N N/A| N N/A
www.flickr.com

eBay N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.ebay.com

Microsoft Corporation N/A | N/A | N/A | N/A | NJA | N/A | N/A | N/A | N/A S N/A| N N/A
www.microsoft.com

Tumblr N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.tumblr.com

Gumtree N/A | N/A A N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.gumtree.com.au

Domain.com.au N/A | N/A A S N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.domain.com.au

The Warrior Forum N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A
www.warriorforum.com

Bing N/A | N/A | N/A | N/A | NJA | N/A | NJA | N/A | N/A N N/A| N N/A
www.bing.com

AWeber Systems N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A N N/A| N N/A

www.aweber.com

Whirlpool Broadband News N/A | N/A A N/A | N/A | N/A | N/JA | N/A | N/A N N/A| N N/A
www.whirlpool.net.au

BBC Online N/A | N/A | NJA | NJA | NJA | NJA | NJA | NJ/A | NJA | NJA | NNA| N | NA
www.bbc.co.uk

WordPress N/A | N/A | N/A | NJA | NJ/A | NNA | NJA | NJA | NA| N N/A | N | NA
www.wordpress.org

Bureau of Meteorology N/A | N/A A N/A | N/A | N/A | N/A | NJ/A | NJA | NJA | NNA| N | N/A
www.bom.gov.au

Googleusercontent.com N/A | N/A | N/A | N/A | NJ/A | NNA | NJA | NJA | NJA| N N/A | N | NA
www.googleusercontent.com

The Pirate Bay N/A | N/A | NJA | NJA | NJA | NJA | NJA | NNA | NNA| N N/A| N | NA
www.thepiratebay.org

About N/A | N/A | NJA | NJA | NJA | NJA | NJA | NNA | NNA | N N/A| N | NA
www.about.com

NSW Government N/A | N/A A N/A | NJA | NJA | NJA | NJA | NJA| NA | NA| N | NA
WWW.Nsw.gov.au

St George Bank N/A S A N/A | N/A | N/A | N/A | NJA | NJA | NJA | NNA| N | N/A
www.stgeorge.com.au

Carsales.com.au N/A | N/A A N/A | N/A | NJA | NJA | NJA | NA| N N/A | N | NA
www.carsales.com.au

Go Daddy N/A | N/A | NJA | NJA | NJA | NJA | NNA | NNA | NNA| N N/A| N | NA
www.godaddy.com

Victoria Online N/A | N/A A N/A | NJA | NJA | NJA | NJA | NA| NA | NA| N | NA
WWw.vic.gov.au

Jigsaw furniture N/A | N/A | NJA | NJA | NJ/A | NNA | NJA | NJA | NA| N N/A| N | NA
www.jisgsawfurniture.com.au

LiveJasmin.com N/A | N/A | NJA | NJA | NJA | NJA | NNA | NNA | NNA| N N/A| N | NA

www.livejasmin.com

Many codes are not applicable to many of these web sites. Where they are applicable and
coverage is not automatic, subscription rates are variable and often low.
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5. Appendix 3 - Code Coverage - Popular ISPs

This appendix describes code coverage for popular ISPs in Australia.
Completed codes

This list includes target codes that are relevant to ISPs:

Code 1 Telecommunications Consumer Protection Code
http://www.acma.gov.au/webwr/telcomm/industry _codes/codes/c628 2007.pdf

Code 2 Content Services Code
http://www.iia.net.au/index.php/section-blog/87.html?layout=default

Code 3 The Internet Industry Spam code of practice
http://www.acma.gov.au/\WVEB/STANDARD/pc=PC_310325

Code 4 Interactive Gambling industry Code
http://www.dbcde.gov.au/broadband/online_gambling/interactive_gambling_industry code

Code 5 IIA Family Friendly ISP Seal
http://www.iia.net.au/index.php?option=com_content&task=view&id=416&Itemid=9#ff%20seal

Code 6 iCode (E-Security Code for ISPs)
http://icode.net.au/

Code 7 IIA Codes for Industry Co-Regulation in Areas of Internet and Mobile Content
http://iia.net.au/images/resources/pdf/iia_code_2005.pdf

Comparative Analysis of Internet Codes of Conduct
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Coverage table 2

The following table shows the coverage of the seven relevant codes amongst the 19 largest ISPs
in Australia. The list is based on an estimate of market share from 2009-2010* and may not be
absolutely accurate today, but it should still represent the most significant ISPs.

Entries are: Automatically covered (A), Subscriber signed on (S), Not subscribed (N).

ISPs Code Code Code Code Code Code Code

1 2 3 4 5 6 7
Telstra A A A A N S A
Optus A A A A S S A
TPG A A A A N N A
iiNet A A A A S S A
Westnet A A A A S N A
AAPT A A A A N S A
3 Internet A A A A N N A
Dodo A A A A N N A
Internode A A A A N S A
iPrimus A A A A N N A
Exetel A A A A N N A
Netspace A A A A N N A
Unwired A A A A N S A
Primus A A A A N S A
Virgin A A A A S N A
Adam A A A A N N A
Chariot A A A A N N A
TADAust A A A A N N A
Vodafone A A A A N N A

Where ISP coverage is automatic, the level of coverage is naturally high. Where ISP coverage is
by signing on, the level of coverage is low, with 4 and 7 of the 19 signing on to Codes 5 and 6.

We did not seek information about the level of internal awareness or compliance with codes. It
would be interesting to explore the degree to which staff at ISPs, or other web site companies in
the table above, who were covered by a code via automatic membership were aware of the
coverage and compliance needs of each such code.

* Estimated ISP Market Share, 2009-2010: http:/thebernoullitrial. wordpress.com/2010/08/07/australian-isp-market-share-2009-
2010/
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6. Appendix 4 - Best Practice Guidelines

Best practice guidelines have been developed by four Commonwealth regulatory agencies to assist in the
framing of codes. These are set out below. There are a common core of similar criteria in these guides,
and these form the basis of our comparative assessments of the codes.

The four guides are as follows:

1. ACCC, Guidelines for developing effective voluntary industry codes of conduct (2005)
http://www.accc.gov.au/content/index.phtml/itemId/658186

2. ACMA, Developing Telecommunications Codes for Registration: A Guide (2003)
http://www.acma.gov.au/webwr/telcomm/industry codes/codes/codes.pdf

3. ASIC, Regulatory Guide 183 - Approval of financial services sector codes of conduct (2007)
http://www.asic.gov.au/asic/pdflib.nsf/LookupByFileName/ps183.pdf/$file/ps183.pdf

4. Office of the Australian Information Commissioner, Privacy Code Development Guide
(September 2001, originally published by the then Office of the Federal Privacy Commissioner)
http://www.privacy.gov.au/materials/types/guidelines/view/6482

As can be seen from the comparative table below summarising these criteria, not all guides cover all
criteria; where they overlap, they are largely consistent at a high level, with some differences in detail.

Criteria ACCC ACMA ASIC OAIC
Binding ACCC Guidelines N/A N/A OAIC Guidelines
refer to voluntary state that the OAIC
industry codes of can only approve
conduct. voluntary codes.
Jurisdiction N/A The jurisdiction of A code should set N/A
the code must be enforceable
clearly stated. standards across an
industry or part of an
industry.
Eligible N/A N/A N/A N/A
complainants
Register of An effective code N/A N/A In most situations,
subscribers - should incorporate the commissioner
available strategies to raise requires the code
consumer’s administrator to
awareness and this provide accurate, up
may be achieved to date and an easily
through a published accessible record of
list of code code members.
signatories.
Proportion of The level of N/A N/A N/A

industry that
subscribe

coverage of the code
should be measured
in terms of the
number of actual
code signatories
against potential
signatories within the
industry

Comparative Analysis of Internet Codes of Conduct
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Criteria ACCC ACMA ASIC OAIC
Code compliance The code The code The code Code administrators
monitoring administration administration body administration body are a body
committee needs to is required to monitor | should be established to
ensure that each compliance and to responsible for oversee the
signatory has an in- ensure code monitoring maintenance and
house system to signatories are not compliance. operation of the
ensure compliance being disadvantaged | Additionally, there code.
with the code. The due to compliance should be some form
committee may and the codes of external or
assist with advice objectives are being independent
and training to the satisfied. monitoring or
signatories. auditing. Shadow
shopping exercises
may be appropriate.
Enforcement A code The ACMA can An independent body | N/A

administration
committee is to be
created and written
into the code to
enforce the code.
Commercially
significant sanctions
may be necessary
and the sanctions
should reflect the
nature, seriousness
and frequency of the
breach. Possible
sanctions include:
corrective
advertising, fines,
expulsion as
signatory to the
code, expulsion from
industry association
and censures and
warnings.

make a direction to
comply with a code
under s121.
Sanctions should be
commercially
significant however
not a pecuniary
penalty and
developed on a
‘sliding scale’.

that is empowered to
administer and
impose sanctions is
required. Possible
sanctions include:
formal warnings,
public naming of
non-complying
organisations,
corrective advertising
orders, fines and
suspension or
expulsion from the
industry association.

Internal Dispute
Resolution

The code should
have a procedure
implemented where
complaints should be
first considered by
the signatories to the
code. If the member
of public or industry
member is
dissatisfied with the
initial attempt to
resolve the
complaint, the
industry association
may attempt to
conciliate the
dispute.

The code should
include provisions for
complaints handling
and should be the
key responsibility of
the signatories.
However, a
dedicated
administration body
such as a committee
should also be
responsible for
investigating and
monitoring
complaints by
industry members.

The process must
comply with
standards and
requirements made
or approved by
ASIC. The IDR
process should
consider all alleged
breaches of the
code.

The code must
provide that the code
adjudicator must be
satisfied that the
complaint has not
been resolved to the
satisfaction of the
complainant or the
respondent has not
responded within 60
days from the date of
the complaint
lodgement before an
outcome can be
determined.

External Dispute

If the internal review

If the complainant is

The external dispute

External Dispute

Resolution mechanism for dissatisfied with the resolution scheme is | resolution will be
complaints fails to outcome of the to be approved by provided by the
resolve the complaint, an ASIC and is explicitly | Commissioner.
complaint, then the independent required to take into
industry should arbitrator (such as account any relevant
sponsor an TIO) may be sought. | industry code in the
independent assessment of the
complaint body to consumer complaint.
review the decision.

The independent
review body should
be recruited from
outside the industry,
have fixed tenure
and be qualified to
hear and resolve
complaints.
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Criteria

ACCC

ACMA

ASIC

OAIC

Systemic Issues

There should be
collection of data
concerning the
origins and causes of
complaints to assist
in the identification of
systematic and
recurring problems
facing the industry
members.

The code
administration body
should collect
detailed data on the
numbers, types,
sources and
resolution of
complaints.

The code
administration body
should also be
responsible for
establishing
appropriate data
reporting and
collection procedures
to identify systematic
issues.

The code must
provide that a report
on the operation of
the code is to be
provided to the
Commissioner. The
report must include
data concerning all
the complaints made
during the financial
year and any
systematic problems
arising.

Code Development

The code should
develop from the
code development
committee. The code
development
committee should
consult with its
stakeholders to
assess the support
for the proposed
code and incorporate
any relevant
comments.

Before commencing
development the
industry body should
check for registered
codes that may be
covering similar
issues as proposed
in the new code.
Extensive
consultation of a
minimum of 30 days
is required with:
representatives of
end-users in the
code, ACCC, the
TIO, at least one
consumer
representative
organisation and the
Privacy
Commissioner if it
was a
telecommunications
privacy code. There
should also be a
broad public
consultation with
affected industry
participants and the
general public before
submitting a code for
registration.

The development of
the code involves
identifying all
relevant
stakeholders,
effectively consulting
with all stakeholders
to identify and
debate the key
issues, providing an
opportunity for public
consultation,
consulting with ASIC
and other relevant
regulators, assessing
whether a code
actually provides the
best option to
address the
identified problems
and ensuring that
there is an absence
of bias in the code.

The code is
expected to have a
minimum of six
weeks for public
consultation and a
statement of
consultation is to be
provided to the
commissioner. The
statement would
include: duration of
time for the public
consultation, people
or groups to be
affected by the code,
list of individuals or
groups who made
submissions,
summary of issues
raised, reasons why
any feedback was
not incorporated and
list of organisations
likely to adopt the
proposed code.

Code Oversight Code administration The industry The oversight of the The code
committee role is to association code is to be administrator is also
ensure successful responsible for conducted by an responsible for the
implementation and registering the code administrative body oversight of the code
ongoing is also responsible that is independent and to ensure its
effectiveness of the for the code’s of the industry or effectiveness.
code. oversight. industries that

subscribe to the
code and provide the
body’s funding and
has adequate
resources to fulfil its
functions and ensure
code objectives are
not compromised.

Consumer The code Consumer Consumer N/A

representation administration representatives are representatives are
committee needs to required. required.
have representatives
of all stakeholder
groups, including
consumer
representatives
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Criteria ACCC ACMA ASIC OAIC
Code Chair N/A The administration There should be a N/A
body should aim to balance of industry
balance the representatives and
representation of consumer
affected parties to representatives and
include consumer an independent
representatives and chair.
to have an
independent chair.
Code Review The code Codes should be ASIC Guidelines Ordinarily, the

administration
committee should
regularly monitor
codes for compliance
and to ensure the
desired outcomes
are achieved.

subject to regular
review and
amendment to
ensure they are
meeting community
expectations and
working effectively.

impose an
independent review
of the code to be
conducted in a
transparent manner
and involving
relevant
stakeholders every 3
years.

Commissioner
expects: a process
for independent
review to occur once
every three years,
stated commitment
to allocate sufficient
resources for the
review of the code
and requires the
code administrator to
produce a review
report and to submit
it to the
commissioner.

Public reports

Public annual reports
on the operation of
the code and
assessment of its
effectiveness should
be published and
readily available.

N/A

The code
administration body
is responsible for
publicly reporting
annually on code
compliance.

N/A

Public naming of
subscribers for non-
compliance

Not expressly
stipulated.

Not expressly
stipulated.

Public naming of
non-complying
organisations is
expressly permitted
as a sanction for
code breaches
however there must
be regard to
procedural fairness.

N/A

Code promotion —
industry body

N/A

Codes (especially
consumer codes)
should include
provisions to
publicise the code to
consumers.

The code
administration body
is also responsible
for ensuring the code
is adequately
promoted. This may
include providing
training for
community sector
case workers or
ensuring availability
of copies of the code
at public offices.

N/A

Code promotion —
subscribers

N/A

N/A

N/A

Commissioner
encourages
promotion of a code
by subscribers to
ensure that
individuals are aware
that an organisation
is bound by the
code.
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Notes
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