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1. Copyright Overview

Copyright protects authors and creators from unauthorised reproduction or adaptation of original creations such as books, computer programs, scripts, paintings, sculptures, drawings, photographs, music, film, video, broadcasts and the choreography of a performance. The copyright owner has the exclusive right to copy, publish, perform, broadcast, adapt (for example, a screenplay from a novel), sell, license or import copyright protected creations. Copyright is a type of intellectual property as it protects the creative and inventive endeavours.

Some useful links that contain general information about copyright protection include:

· Australian Copyright Council, An introduction to Copyright in Australia, Information Sheet G010 v.17, January 2012, at: <http://www.copyright.org.au/admin/cms-acc1/_images/
15053623324f42cf09a556f.pdf> (viewed 10 September 2012); and 

· World Intellectual Property Organisation’s Basic Notions of Copyright and Related Rights –http://www.wipo.org/copyright/en/activities/pdf/basic_notions.pdf. 


1.1. Copyright in Australia

In Australia copyright is chiefly protected by the Copyright Act 1968 (Cth) (http://www.austlii.edu.au/au/legis/cth/consol_act/ca1968133/) and its various amendments. 
In 2000 the Act was amended by the Copyright Amendment (Digital Agenda) Act 2000 (http://www.austlii.edu.au/au/legis/cth/consol_act/caaa2000294/) which extended copyright protection to the full range of digital media. 

Other relevant legislation includes: 

Copyright Amendment (Parallel Importation) Act 2003 (Cth) (http://www.austlii.edu.au/au/legis/cth/num_act/caia2003421/)
US Free Trade Agreement Implementation Act 2004 (Cth) (‘USFTAI Act’) (http://www.austlii.edu.au/au/legis/cth/consol_act/uftaia2004363/)

Copyright Legislation Amendment Act 2004 (Cth) (http://www.austlii.edu.au/au/legis/cth/num_act/claa2004325/)

Australia’s AUSFTA obligations in relations in relation to the circumvention of technological protection measures have also been addressed by the Copyright Amendment Act 2006 (Cth) (http://www.austlii.edu.au/au/legis/cth/num_act/caa2006213/). 
1.2. Copyright and the Internet 

In the Internet context: 

· typical web site content will generally constitute a number of different copyright works in the form of original literature (including computer programs), dramatic, musical, artistic works, sound recordings, films, broadcasts, cable programs and adaptations of the above (including compilations); 

· a copyright owner enjoys an exclusive right to reproduce or to authorise another to reproduce, their work on to or from a website; 

· a copyright owner enjoys an exclusive right of communication to the public in relation to literary, dramatic, musical, and artistic works and  sound recordings, films and broadcasts (s 31(1)(a)(iv) Copyright Act). The right protects copyright material that is made available online or transmitted electronically (eg uploading of copyright material onto a server connected to the Internet). The right only covers communication in the electronic domain and does not create an exclusive right of communication in the tangible print environment; and 

· copyright is unlikely to exist in a URL (see Exxon Corp v Exxon Insurance Ltd [1982] 1 Ch 119 where it was held that a single invented word e.g ‘Exxon’ could not be subject to copyright, applying this to domain names it is unlikely a court will find copyright exists in a domain name. In any case, this does not matter as there are other ways of protecting URLs – see Domain names Part 2 – Disputes of the these course notes). 

For further reading see the Australian Copyright Council,  Internet: copying and downloading,  Information Sheet G056 v07, February 2012, at: <http://www.copyright.org.au/admin/cms-acc1/_images/
13968746614f389f7994505.pdf>
1.3. Existence of copyright 

Copyright comes into existence automatically in relation to an original creation in Australia or in a country whose nationals are entitled to copyright protection in Australia. Copyright in unpublished works does not begin to run until they are published. 

No registration of copyright is required, protection is automatic. There is no register to search to ascertain if material is copyright protected.

1.4. Term of protection 

Subject to exceptions, protection generally runs for the life of the author plus 50 years from the year of the author’s death or 50 years from the year of first publication (s 33 Copyright Act, see also ss 93, 94). A published edition of a book is protected for only 25 years after first publication of the edition (s 96). Once copyright expires, the material enters the public domain and can be freely used by others. 

The period of copyright protection has been extended to 70 years in the European Union and the UK (European Union Directive on Harmonising the Term of Copyright Protection), as well as the US (Sonny Bono Copyright Term Extension Act).

[see p157 of Fitzgerald et al, Internet and e-commerce law, business and policy, Thomson Reuters, 2011]
Extensive amendments were made by the US Free Trade Agreement Implementation Act 2004 (USFTAI Act) and the Copyright Legislation Amendment Act 2004, both of which entered into force on 1 January 2005, giving effect in large part to Australia’s obligations under the Australia-United States Free Trade Agreement (AUSFTA). Among the changes introduced by the USFTAI Act were:

(i) an extension of the 50-year period of protection (‘term’)  to 70 years,

(ii) an expansion of the protection given to performers,

(iii) enhancement of the scope of protection for electronic rights management information,

(iv) new criminal offences for commercial and significant infringements of copyright, and

(v) limits on liability of carriage service providers.

The USFTAI Act extended moral rights to performers of live and recorded performances, which entered into force in April 2007 when Australia acceded to the WIPO Performances and Phonograms Treaty 1996.
1.5. Exceptions to Copyright
Ordinary users of copyright works have been said by an AGs official not to have ‘rights’ so much as the benefit of ‘exceptions’ and ‘defences’ to what would normally be infringing activities (uses and dealings made without explicit permission of the rights holder).
1.5.1. Fair dealing 

The use of copyright material for the purpose of research or study, criticism or review, reporting of news and professional advice given by a legal practitioner or patent attorney generally does not constitute an infringement of copyright. Rules are provided to determine what is fair dealing in respect of the research and study and the newly created right of communication to the public (ss 40-43,103A-C Copyright Act). 

1.5.2. Educational institutions and libraries 

Educational institutions and libraries may digitise printed material and reproduce and communicate a ‘reasonable proportion’ of digital material for the same purposes as permitted in the printed environment (see Part VB Copyright Act, from s135ZB onwards). A ‘reasonable proportion’ of a published literary work (excluding a computer program (s 135ZE) or electronic compilation such as a database) or a published dramatic work in electronic form is 10% of the words in the work or, if divided into chapters, one chapter. 

1.5.3. Technical processes and temporary copies 

Temporary reproduction of a work that occurs as part of a technical process of making or receiving an electronic communication is not an infringement of copyright provided the making of the communication is not an infringement of copyright. This exception covers browsing and certain types of caching (for example, by a software browser on a user’s PC) (ss 43A and 111A Copyright Act). It is unclear whether this exception applies to hypertext linking, framing, or caching by a proxy server. Remedies in relation to hypertext linking and framing may be available under trade practices legislation. 

1.5.4. Computer software 

Copies of computer software made in the normal course of running the program, for the purposes of developing interoperable products, security testing, error correction and making back-up copies do not infringe copyright (ss 47B-47F). 

1.6. Copyright infringement 

Electronic digital technology employed by the Internet facilitates unauthorised access, duplication, storage, transmission and concealing of copyright works. Protected work or material may be scanned into a file server connected to the Internet, uploaded onto the Internet via a network, downloaded into a hard drive, sent by email or printed to hard copy. Copyright infringement (of the exclusive right to reproduce, adapt or communicate to the public) will occur in each case if the work or material is an original work and a substantial part is reproduced without authority (see s 36 which deals with copyright infringement generally, s 36(1) provides that copyright is infringed if an act is undertaken that is inconsistent with the terms of the copyright). 

Infringement will not occur if: 

· the unauthorised use of the work fits within the above exceptions; or 

· a license from the copyright owner can be implied in the circumstances. 

A ‘substantial part’ (defined as a qualitative and not quantitative measure) of any copyright work must be reproduced to infringe copyright. 
See Autodesk v Dyason (1993) 176 CLR 300 or [1992] HCA 2, at: http://www.austlii.edu.au/au/cases/cth/high_ct/173clr330.html.  

1.7. Penalties 

Copyright owners are entitled to civil remedies for copyright infringement, such as an injunction, damages (including aggravated or exemplary damages) and an account of profits (s 115 .  Criminal sanctions may also apply to: 

· the manufacture or possession for purposes of sale and distribution of infringing works; 

· tampering with electronic Rights Management Information (RMI) (information attached to or embodied in digital material that identifies the material, its author or the copyright owner, or any terms of use) or dealing in material whose RMI has been tampered with; and 

· the manufacture and dealing in circumvention devices (devices which circumvent technological measures employed by copyright owners to protect their material) for a purpose that is not a permitted purpose (s 132 Copyright Act)). 

1.8. General comments 

A copyright owner does not control the medium in which the idea is expressed, for example, a person may freely buy then sell the same book, but they cannot copy the contents of the entire book without copyright permission. 

If an employee creates an original work for an employer, then as a general principle (subject to exceptions) the employer owns the copyright in the work created. 

Generally, if a person commissions a person other than an employee to create an original work, the person does not own that work unless the creator formally assigns their copyright to the person. The assignment must be in writing and signed by or on behalf of the creator. 

Copyright ownership may be joint (a work produced by two or more authors) or divided (eg unless otherwise assigned, a newspaper has copyright ownership of work created by a journalist and published in the newspaper, but the journalist retains copyright ownership with respect to publication of the material in a book or film). 

2. Licensing of Copyright 

2.1.1. Background

For most material used on the Internet, permission to digitise is unlikely to have been obtained or included in any license agreement covering that material. Ownership of the copyright in the material may be unclear, as physical ownership of a work does not automatically confer copyright ownership. A person accessing that material on the Internet must recognise when permission from the copyright owner is required and when a license to exercise the copyright should not be implied. 

A copyright owner who places material on the Internet without notifying the user of any RMI or use restrictions is likely to be giving an implied license to the user to download or print the material. 

A website provider may license to third parties any software used in its website where it has the right to license such software. This may occur for example where the website provider or an employee in the course of employment developed the software, or the relevant software development contract confers the right to license or sub-license the use of the software to third parties.
2.1.2. You and Facebook
Facebook is a networking website which has nearly 1,000 million registered users worldwide. It is also the most popular website for uploading photos, with tens or hundreds of millions of photos uploaded daily. Due to the website's popularity,  and its internal mantra of  ‘move fast and break things’ (John Abell, “Mark Zuckerberg’s Letter to Investors: ‘The Hacker Way’”, Wired, 1 February 2012, at:  http://www.wired.com/business/2012/02/zuck-letter/), Facebook has met with much criticism and controversy, especially with regards to privacy concerns.  These overlap with terms relating to intellectual property.

Discussed below are some contentious provisions that appear on the website’s Terms of Use (as at January 2012 unless noted;  revisions post the stock market float may also follow).
· Facebook has unlimited discretion
We reserve the right, at our sole discretion, to change, modify, add, or delete portions of these Terms of Use at any time without further notice.
By creating an account with Facebook, users will be bound by the rules of the website, which can change at any time without notice.  By continuing to operate an account, one is deemed to be in acceptance of these rules whether or not they are aware it has changed.
[Post float, the terms now say “14 Amendments:  1. We can change this Statement if we provide you notice (by posting the change on the Facebook Site Governance Page) and an opportunity to comment.  To get notice of any future changes to this Statement, visit our Facebook Site Governance Page and "like" the Page”;  it provides for 3 or 7 days notice, and possible vote if 7,000 users comment, though one only binding if 30% of all active registered users vote -- up to 300 million quorum! 
But see also: ‘5. We can make changes for legal or administrative reasons, or to correct an inaccurate statement, upon notice without opportunity to comment,” and “6. Your continued use of Facebook following changes to our terms constitutes your acceptance of our amended terms.” (Facebook, Statement of Rights and Responsibilities, at: http://www.facebook.com/legal/terms, version of June 8 2011.)
· Facebook has the power to do whatever it wishes with uploaded content
By posting User Content… you automatically grant…to the Company an irrevocable, perpetual, non-exclusive, transferable, fully paid, worldwide license (with the right to sublicense) to use, copy, publicly perform, publicly display, reformat, translate, excerpt… and distribute such User Content for any purpose on or in connection with the Site or the promotion thereof, to prepare derivative works of, or incorporate into other works, such User Content, and to grant and authorize sublicenses of the foregoing. 
This license ends when you delete it or your account, unless you have shared it with someone else -- which may be most of your material!

Another controversial provision is the following:

All content on the Site…are the proprietary property of the Company, its users or its licensors with all rights reserved. No Site Content may be modified, copied, distributed, framed, reproduced, republished, downloaded, displayed, posted, transmitted, or sold in any form or by any means…without the Company's prior written permission, except that the foregoing does not apply to your own User Content (as defined below) that you legally post on the Site… Any use of the Site or the Site Content other than as specifically authorized herein, without the prior written permission of Company, is strictly prohibited and will terminate the license granted herein.
Effectively, once content is uploaded on Facebook, they are given the benefit of many of the rights of copyright owners over the uploaded material, although formally not the copyright itself.  For example, it may be possible for Facebook to sell its members’ uploaded photos and text without any of these funds benefiting the member who uploaded it.  Furthermore, there may be restrictions on the user’s ability to engage in fair dealing (or ‘fair use’, or any other exception to copyright).  Doing so may mean that whatever limited licence they have granted the user to use the content of the site will terminate.   Whether this is enforceable in Australia is still uncertain.
· Facebook is not responsible for harm caused by external applications
[W]hile we have undertaken contractual and technical steps to restrict possible misuse of such information by such Platform Developers, we do not screen or approve Developers, and we cannot and do not guarantee that all Platform Developers will abide by such restrictions and agreements.  Facebook users have the option of adding numerous external applications onto their profile (for example, quizzes, games, etc).
However, Facebook takes no responsibility for any harm cause by these applications, or if the external applications were written with a purpose to obtain the information of Facebook users for misuse.

· Privacy is not guaranteed by Facebook
[W]e cannot and do not guarantee that User Content you post on the Site will not be viewed by unauthorized persons. We are not responsible for circumvention of any privacy settings or security measures contained on the Site.
If, for example, Facebook is hacked and a user’s information is misused, there may be a remedy against the hacker but not Facebook.  Furthermore, there is scope for Facebook’s third-party contractors to misuse a member’s information.

3. Test for ISP Liability 

An ISP is not taken to have authorised any infringement of copyright in a work merely because it provides facilities used by a person to do something the right to which is included in the copyright. 

A ISP will be liable only if it authorises a copyright infringement, which is determined according to: 

· the extent (if any) of the ISP’s power to prevent the doing of the act concerned;

· the nature of the relationship between the ISP and the infringer; and 

· whether the ISP took reasonable steps to prevent or avoid the infringement. 

Given that ISPs have little or no control over most copyright material not directly hosted on their servers (that is, material to which they merely provide Internet connectivity) and no relationship with a person who places material on such sites, their liability is correspondingly limited. ISPs have greater control over websites on their own servers and will need to consider taking reasonable steps to avoid authorisation liability in respect of such websites (ss 39B as amended by the Copyright Amendment (Digital Agenda) Act 2000 (Cth), and s 112C).
The Broadcasting Services Act 1992 (Cth), Schedule 5, clause 92 allows an avenue for an ISP to obtain merits review at the AAT.  An ISP can seek review on the decisions of ACMA to give an ISP access-prevention notices (standard and special) – see cl 92(1)(e) and cl 92(1)(f).

Clause 92(g) allows the AAT to give, vary or revoke a decision that applies to an ISP.  Furthermore, an application may be made to the AAT for a review of a decision of the ACMA to refuse to register a code.
3.1.1. Roadshow v iiNet – ISP liability for authorisation infringement
A coalition of 30 or so music and movie rights holders, mostly US movie interests  members of the Motion Picture Association of America, sued the 3rd largest ISP alleging its failure to act against its users after complaints rendered it liable for authorising their infringement of copyright. This was the first time in the world that this issue had come to a superior court. It resulted in dismal failure for the industry, and moves to get the law changed to reverse the final decision of the High Court.
Roadshow Films Pty Ltd v iiNet Ltd (No 3)  [2010] FCA 24; (2010) 263 ALR 215; (2010) 83 IPR 430 http://www.austlii.edu.au/au/cases/cth/FCA/2010/24.html, LawCite: http://www.austlii.edu.au/cgi-bin/LawCite?cit=[2010]%20FCA%2024, Computerworld tag: http://www.computerworld.com.au/tag/AFACT%20v%20iiNet decided in the Federal Court of Australia on 4th February 2010, resulted in the ISP (iiNet) successfully defending itself from the claims of a broad array of movie industry plaintiffs (organised by AFACT) that it should be responsible for ‘authorisation infringement’ of  its users. This is part of a long running attempt to force ISPs to cease claiming the benefits of common carrier status and in effect accept that they become co-offenders. 
An appeal to the Full Bench of the Federal Court was delivered on 4 August 2010, Roadshow Films Pty Ltd v iiNet Ltd (No 2)  [2011] FCAFC 82, http://www.austlii.edu.au/cgi-bin/LawCite?cit=[2011]%20FCAFC%2082, affirming the result but limiting the reasoning, and leaving open the door for movie industry to claim that they would succeed if they ran a similar case again taking the limits into account.

Result was appealed again to the High Court by the plaintiffs, where it was again confirmed that the respondent did not in law authorise infringement of copyright in the appellants' films by users of respondent's internet services. 

See Roadshow Films Pty Ltd v iiNet Ltd [2012] HCA 16, 20th April, 2012 at: <http://www.austlii.edu.au/au/cases/cth/HCA/2012/16.htm> and <http://www.austlii.edu.au/cgi-bin/LawCite?cit=[2012]%20HCA%2016> (LawCite). Afterwards, movie and music industry representatives aimed to secure concessions, short of a ‘three strikes’ model of cutting off infringers from the net, in initially ‘secret’ negotiations auspiced by the federal Attorney General’s Dept., which civil society representatives were eventually invited to.
4. Moral Rights

4.1.1. Background

Moral rights are rights relating to a creator’s reputation and creativity associated with his or her work. They are separate from the economic rights such as the right to reproduce work. They apply to authors of material on websites whose work is copyright protected under the Copyright Act.

Moral rights protected by the Copyright Amendment (Moral Rights) Act 2000 (http://www.austlii.edu.au/au/legis/cth/num_act/cara2000342/) include: 

· the right of attribution of authorship (s 193 Copyright Act); 

· the right not to have authorship falsely attributed (s 193AC; and

· the right of integrity of authorship (s 193AI).

They only apply to individuals (s 190), are not transferable (s 195AN) and exist for the same period as the copyright of the published material itself (s 195AM). As moral rights belong to the individual author or creator, only they have standing to sue if a moral right is breached, where as if an economic right is breached the publisher of the material will also have standing. 

A moral right of an author could be infringed by:

· not attributing a creator, in whole or in a way that is not a ‘reasonable form of identification’ (s 195) that is ‘clear and reasonably prominent’ (s 195AB);

· falsely attributing the work to someone other than the creator;

· treating work in a derogatory way (s 195 AI), that is materially distorting, mutilating or altering the work in such a way that it is prejudicial to the author's reputation (s 195AJ); and

· a dealing with a work that that has been subject to derogatory treatment such as reproducing the work (s 195 AI). 

More information about moral rights can be obtained from Australian Copyright Council, Moral Rights, Information Sheet G043 v13, February 2012, at: http://www.copyright.org.au/admin/cms-acc1/_images/20373146284f39afed9ca39.pdf 
4.1.2. Indigenous Australians and Copyright Law

p.269 (Fitzgerald et al)
Indigenous people have the right to intellectual property over their cultural heritage.  This has been ecognised by Article 31 of the UN Human Rights Council’s Declaration on the Rights of Indigenous People (http://www.hreoc.gov.au/Social_Justice/declaration/assembly.html).
Indigenous peoples are increasingly using the internet and digital technologies to further interpret and promote their cultural existence.  As appreciation has grown of the Australian Aboriginal culture and heritage, a substantial market has developed for goods that embody expressions of it, particularly in the form of music recordings and visual artworks, and websites offering such products have proliferated.

However, the laws conferred by copyright law do not correspond to the interests of indigenous cultural heritage recognised under traditional law and custom.  This can mainly be attributed to the differences between western and indigenous notions of the value, significance and ownership of cultural heritage recognised under traditional law and customs.  Firstly, indigenous beliefs about the relationship between creative works and the land, culture, religion and spiritiuality are not reflected in the copyright law.  
Copyright law focuses on the economic interests and private property rights of individual creators.  It does not encompass the communal interests of Aboriginal communities to control access to, or reproduction of, for example artworks and songs regarded as sacred under customary law.  Also, indigenous cultural expressions are largely oral or performance-based.  As such, they are usually not captured or recorded in a recognised format such as a video or audio recording, which is a requirement for the enforcement of western copyright law.  If these cultural expressions are recorded then they will attract the application of copyright laws.

IN Bulun v R & T Textiles Pty Ltd, von Doussa J held that the only copyright interests that exist are those covered in s8 of the Copyright Act 1968 (Cth).  Communal interests in a work exists only to the extent that it is a work of ‘joint ownership’.  Although the entire community may be an interest in the work, cioyright will not recognise the entire group as copyright owners unless the work has in rfact been produced by the members of the group that worked collaboratively as joint authors.  Equity may be a more effective remedy to rely upon, particularly the fiduciary duty doctrines.  In this case, the artist owed a fiduciary duty to the tradiontal owners, where the latter permitted the artist to use the ritual knowledge of the Ganalbingu people for portrayal in an artistic work.  This work was subject to the condition that it had to comply with Ganalbingu law and custom.  They had effectively placed their trust and confidence in the artist who was legally the copyright holder.  The artist was permitted to sell the artwork but he was not permitted to shirk his overriding fiduciary obligation not to act contrary to the customary laws mentioned above.  His Honour also stressed that the Genalbinu people did not have an equitable interest in the ownership of copyright in the artistic work, notwithstanding the existence of the fiduciary obligation owed by the artist towards them.

The full text of this case can be found on: (http://www.austlii.edu.au/au/journals/AILR/1998/39.html).  A case note is available on: (http://austlii.org/au/journals/ILB/1998/87.html).

See p273 (Fitzgerald)
The Federal government had drafted a Copyright Amendment (Indigenous Communal Moral Rights) Bill but this bill has not been enacted into legislation.  Its stated purpose was to give indigenous communities moral rights over their creative works.  These laws have been considered too complex and unworkable and have been subject to criticism.  For example, see:  (http://www.austlii.edu.au/au/journals/ILB/2004/15.html) and (http://www.artslaw.com.au/_documents/files/ArtsLawICMRDraftBillSub.pdf).
5. Copyright Amendment (Digital Agenda) Act 2000 (Cth) 

The Copyright Amendment (Digital Agenda) Act 2000 (http://www.austlii.edu.au/au/legis/cth/consol_act/caaa2000294/) (CADA) came into force in March 2001 and updated the law to ensure copyright extends to a full range of new media. Its purpose among other things is to ensure the efficient operation of relevant industries in the online environment; provide reasonable access and certainty for end users of copyright material online; ensure that cultural and educational institutions can access copyright material online on reasonable terms (s 3 CADA). (See also section 6 which looks at the ant-circumvention provisions of CADA.)

Given the fairly significant changes created by the CADA, the Government has announced that it will review the legislation within three years of commencement.

Major reforms imposed by the amendments include:

· The new right of communication to the public – This is the most significant change and allows owners to control how their work is electronically transmitted and made available online. It is technology neutral and applies to literary, musical, artistic and dramatic work, as well as film and broadcast material available online. It also affords copyright protection to these types of online materials.

· Exception to the owners right to communication – Generally most of the existing exceptions were extended to the digital environment, including fair dealing and the copying of 10% of an electronic text for research or study. Exceptions for libraries and archives has been broadened, including allowing the copy and electronic transmission of a work provided it has been requested by a user for research or study purposes and is not otherwise reasonably available; and making material available to the public in electronic form on a computer on the institution’s premises that does not allow electronic reproduction (e.g copying to a disk) or communication (e.g email). Lastly existing statutory licenses held by educational institutions authorising breach of copyright now extends to the digital environment.

· Limitation of liability of ISPs – See section 3.

6. Anti-circumvention in Australia

In order to control the distribution and use of their works, copyright owners are increasingly embedding access and copy protection mechanisms in their digital works. It is the circumvention of these access controls that often infringes copyright and paves the way for free and easy dissemination of copyright protected material. The permissibility of such technologies is a controversial issue, as there is no easy way of reaching a balance between copyright holders’ right to have their work adequately protected and the right of the consumer to freely use legitimately acquired material.

In Australia the Copyright Amendment (Digital Agenda) Act 2000  (CADA) contains provisions to criminalise devices for the purpose of ‘the circumvention, or facilitating the circumvention, of any effective technological protection measures’ (now Part V Divison 2A of the Copyright Act). It is similar to its US predecessor, the DMCA (see below). Activities protected by the amendments include the importation, and manufacture of circumvention devices and circumvention services (s 116A Copyright Act), removal or alteration of electronic rights management information (s 116B) and, commercial dealings with works whose electronic rights management information is removed or altered (s 116C). Altering electronic rights management information may include commercially distributing, importing a copy of a work, communicating the copy to the public or using a copy knowing the electronic rights management information had been so removed or altered without the permission of the copyright holder (s 116C, the latter dealing also applies to s 116B).  

The CADA was unsuccessfully used by Sony in its case challenging the legality of PlayStation ‘mod chips’, see below. 

[See Fitzgerald p. 157 last paragraph , p.220, p.238]
The Copyright Amendment Act 2006 (Cth) amended CADA, and added a range of new minor extensions of fair dealing, but also further extended criminal sanctions. See http://www.austlii.edu.au/au/legis/cth/num_act/caa2006213/
Commentary 

(http://www.ema.gov.au/www/agd/agd.nsf/Page/Copyright_IssuesandReviews_CopyrightAmendmentAct2006)
See also (http://www.unimelb.edu.au/copyright/information/fastfind/FF_TPM.html) LINK DOESN’T WORK
US Free trade agreement’s affect on the Copyright Amendment (Digital Agenda) Act 2000 (Cth)

· Extension of the 50 year period of protection to 70 years (that is the term of copyright protection now extends for the life of the author plus 70 years rather than the life of the author plus 50 years.
· Enhancement of scope of protection for electronic right management information

· New criminal offences for commercial and significant infringement of copyright

· Limits of the liability of carriage service providers

· Intorudciton of eoncmoic rights for performers

· Implementation of a scheme to limit the remdedies available against carriage service providers

6.1. Case Study: Sony Computer Entertainment v Stevens 

The Federal Court in Kabushiki Kaisha Sony Computer Entertainment v Stevens [2002] FCA 906 (http://www.austlii.edu.au/au/cases/cth/federal_ct/2002/906.html), found that 'mod-chips' installed on Playstation consoles to circumvent copy protections do not breach the new provisions of the Copyright Act as amended by the CADA because the device did not prevent the actual copying of the games.

Each time a game is inserted, a Playstation console checked its authenticity by reading the access code, which is burned onto the game CD. The mod chips avoid this authentication process, allowing pirated versions of the game to run on the console.

The finding rested on the fact that the chips do not ‘prevent or inhibit the infringement of copyright’, since the actual ‘infringement of copyright’ occurs when the game is copied, not when it is played. 

The Australian Competition and Consumer Commission (http://www.accc.gov.au), intervening as an amicus curae (friend of the court), argued that the chips did not have ‘limited commercially significant purpose or use, or no such purpose or use, other than the circumvention’, since they also worked to overcome Sony’s regional protection measures – a legal purpose. However, the Court did not deal with this issue.
Kabushiki Kaisha Sony Computer Entertainment v Stevens (2003) 132 FCR 31 Full Court of the Federal Court

(http://www.austlii.edu.au/au/cases/cth/FCAFC/2003/157.html)
The High Court heard the appeal, and decided in favour of the respondent, not Sony. Stevens v Kabushiki Kaisha Sony Computer Entertainment [2005] HCA 58; (2005) 224 CLR 193, at http://www.austlii.edu.au/cgi-bin/LawCite?cit=[2005]%20HCA%2058
The federal government later changed the Copyright Act to reverse the effect of the High Court decision.
Commentary

(http://www.ag.gov.au/agd/WWW/enewscopyrighthome.nsf/Page/eNews_Issue_30_-_September_2003#6 - link deleted)
7. Anti-Circumvention in the United States 

America’s Digital Millennium Copyright Act 1998 (http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=105_cong_bills&docid=f:h2281enr.txt.pdf) represents the most comprehensive reform of United States copyright and seeks to update the law to reflect copyright concerns of the Digital Age. It also implements the World Intellectual Property Organisation’s (WIPO) (http://www.wipo.org) Copyright and Performance and Phonograms Treaty (see section 10).    

The DMCA is divided into five titles:

· Title I, the ‘WIPO Copyright and Performances and Phonograms Treaties Implementation Act of 1998,’ implements the WIPO treaties.

· Title II, the ‘Online Copyright Infringement Liability Limitation Act,’ creates limitations on the liability of online service providers for copyright infringement when engaging in certain types of activities.

· Title III, the ‘Computer Maintenance Competition Assurance Act,’ creates an exemption for making a copy of a computer program by activating a computer for purposes of maintenance or repair.

· Title IV contains six miscellaneous provisions, relating to the functions of the Copyright Office, distance education, the exceptions in the Copyright Act for libraries and for making ephemeral recordings, “webcasting” of sound recordings on the Internet, and the applicability of collective bargaining agreement obligations in the case of transfers of rights in motion pictures.

· Title V, the ‘Vessel Hull Design Protection Act,’ creates a new form of protection for the design of vessel hulls. (Extracted from http://www.loc.gov/copyright/legislation/dmca.pdf). 

It is a controversial piece of legislation as its anti-circumvention provisions affect the way software engineers, computer scientists, and computer security specialists do their work. The law also affects how librarians and educational institutions acquire new works, how Internet users can protect their privacy, and even how journalists can report on stories involving technical protection measures. By using a technical device to protect music, images or words the copyright holder can turn traditionally permissible access to or use of digital content into a civil violation. This new law has complex provisions and a few narrow exemptions (extracted from http://www.chillingeffects.org/anticircumvention). 

The Electronic Frontier Foundation (EFF) also noted that the DCMA also seriously inhibits encryption research, as the current provisions are far too narrow to cover all legitimate research methods (see http://www.eff.org/IP/DMCA/19990809_eff_comments.html).   

Some useful links relating to the Act and its pitfalls include:

·  http://www.loc.gov/copyright/legislation/dmca.pdf - provides a detailed outline of the Act and its chief provisions.

·  http://www.eff.org/IP/DMCA/ LINK DOESN’T WORK  - includes a full version of the legislation, as well as several other resources, hosted by the Electronic Frontier Foundation, a consumer rights group opposed to many applications of the DMCA. The 1998 American legislation is one of the most widely discussed and controversial laws in the area. It gives sweeping protection to copyright holders by making almost all copyright circumventions criminal offences;

·  http://www.chillingeffects.org/anticircumvention/faq.cgi
  – a detailed FAQ page about the DMCA;

·  http://anti-dmca.org/faq_local.html and the Anti-DMCA homepage – describes some of the problems associated with the Act.  

7.1. Case Study: United States v Elcomsoft 

7.1.1. Background

Russian software company ElcomSoft became the defendant in the first federal criminal prosecution under the DMCA’s anticircumvention provisions. 

The Adobe eBook Reader enables electronic books to be read, moved between computers, backed up, printed, copied and to be read aloud through a text to speech feature. A publisher of a particular electronic book can disable any or all of the functions provided by the Adobe eBook Reader, which is usually done to protect the intellectual property in the book.

Dmitry Sklyarov, an employee of Russian software programmer ElcomSoft, designed the “Advanced eBook Processor”, which enables the user of an Adobe eBook Reader to disable restrictions that the publisher of a particular electronic book might have imposed. Among other things it meant that a reader using the Advanced eBook Processor could make copyright content available for unlimited duplication and distribution. 

ElcomSoft sold the Advanced eBook Processor over the Internet. About 20 copies were sold worldwide, including nine in the United States. Adobe became aware that ElcomSoft had developed the Advanced eBook Processor and contacted ElcomSoft asking that they cease and desist from manufacturing and selling the software program. ElcomSoft refused and Adobe then alerted the United States Government who charged ElcomSoft with trafficking in, and offering to the public, a software program that could circumvent technological protections on copyright material.

7.1.2. Arguments at trial

The two key issues at trial were ElcomSoft’s state of mind during the period it offered the software, and the ‘fair use’ provisions of the DMCA. 

Wilful

According to instructions given by the judge, the jury had to agree not only that ElcomSoft broke the law, but that it did so willfully, as a conscious violation of the DMCA anti-circumvention provisions. 

ElcomSoft’s attorney, Joseph Burton, argued that ElcomSoft had no intention of doing anything improper when it created a program to provide eBook customers with more options for using the content they purchased. ‘ElcomSoft believed at the time it was creating a program that would allow legitimate users of eBooks more flexibility. Prosecutor, Assistant US Attorney Scott Frewing on the other hand maintained that ElcomSoft ‘were selling a burglar tool for software to make a profit’. Frewing said ElcomSoft representatives knew about the law and willfully violated it, emphasisng ElcomSoft’s President and Managing Director’s admission in court about his awareness of the DMCA.

Fair use

The public’s right to make fair use of copyright works is an entrenched part of copyright law. In the United States the fair use provision is regarded as necessary to provide a balance between copyright law and the First Amendment guarantee of free speech.

Burton claimed that the DMCA brushes aside the fair use rights of consumers protected by mainstream copyright law. Burton asked the jurors to compare the generous rights afforded to a paper book purchaser to the rights afforded an eBook purchaser. The purchaser of a paper book can lend, resell, or give the book away. Unlike a paper book, an eBook seeks to control what the user can do with that book. Burton argued that ElcomSoft’s Advanced eBook Processor merely enabled persons, who had lawfully purchased the right to view eBooks from retailers, to make back up copies and to transfer text to other media for personal use under traditional ‘fair use’ rights. 

A further fact that strengthened the defence case was that under cross examination an Adobe engineer acknowledged that his company did not find any illegal eBooks on the Internet even after hiring two companies to search the Web for unauthorised copies.

7.1.3. The decision

On 17 December 2002, after several days of deliberation, the jury acquitted ElcomSoft of all charges. In a later interview, Jury Foreman Dennis Strader said: ‘Under the eBook formats, you have no rights at all, and the jury had trouble with that concept’. Further, Strader said the jurors didn’t understand why a million dollar company would put on their web page an illegal thing that would ruin their whole business if they were caught. Finally, Strader said the jury itself found the DMCA confusing, making it easy for jurors to believe that executives from Russia might not fully understand it.

(http://home.sandiego.edu/~lsolum/ip/Elcom.htm)  [link fail]
8. Protection of Computer Programs 

Copyright protection extends to the source and object code of a computer program and any expression of systems or methods, but not the functionality of the program (which is covered by the patent system) (Autodesk v Dyason (1993) 176 CLR 330; Data Access v Powerflex [1999] HCA 49 (http://www.austlii.edu.au/au/cases/cth/high_ct/1999/49.html). The source code is protected as a literary work whose definition includes computer programs (s10 Copyright Act). This means developers may create functionally compatible software programs without infringing copyright provided no underlying expression is misappropriated (Div 4A Copyright Act). The protection of online databases however is not so straightforward – see section 9. 

8.1. Copyright Amendment (Parallel Importation) Act 2003
The purpose of the Copyright Amendment (Parallel Importation) Act 2003 (Cth) (http://www.comlaw.gov.au/comlaw/Legislation/Act1.nsf/0/FB0C853525496DC4CA256F7200100B75?OpenDocument) is to amend the Copyright Act to allow parallel importing of computer software, computer games, and books, periodicals and sheet music in both electronic and print form. Parallel importation is the importation of works which have been legitimately purchased overseas (i.e purchased without infringing the creator's copyright in the overseas country) by someone other than the authorised importer. It is believed by many that the prohibition of parallel importation results in a segregated market. Its authorisation is aimed primarily at encouraging competition.

Some industry groups argue that there is a link between parallel importation and the importation of pirated or infringing material. This is because parallel importation weakens the ability to identify the importation and distribution of pirate copies (see Bills Digest 133 (http://www.aph.gov.au/library/pubs/bd/2001-02/02bd133.htm).
9. Protection of Online Databases

With the evolution and commercialisation of the Internet, companies and organisations are providing and storing large volumes of database information online. Many companies invest large amounts of time and money into the collection of data and the creation of databases, and the information accumulated represents significant commercial value. In recent years, the Internet has experienced significant growth and expansion, and organizations discover that their online databases become readily accessible not only to the average consumers, but also to their competitors. 

Protection is afforded to databases under the Copyright Act as a ‘literary work’; s 10 explicitly defines a literary work to include “a table, or compilation, expressed in words, figures or symbols”, provided that the database is original within the meaning of section 32(1) and provided that the ‘traditional’ common law threshold of originality is satisfied. 

Numerous Australian cases have concluded that databases can be considered as compilations, and qualify for protection as a literary work, bringing databases under the protection of the Act (see below).
9.1. Satisfying ‘Originality’

For copyright to subsist in a compilation it must be shown that the database contains original content or has sufficient labour, skill, judgement or ingenuity used in its selection and arrangement. It is unlikely that databases will satisfy this requirement of originality as most databases are a compilation of material that is generally available. Nevertheless, what will be sufficient will depend on the particular facts of the case. Australia’s position on the standard of originality was decided in TR Flanagan Smash Repairs v Jones [2000] FCA 625 (http://www.austlii.edu.au/au/cases/cth/federal_ct/2000/625.html), the Court considered this issue and found that the applicant's motor vehicle database attracted protection under the ‘sweat of the brow’ doctrine. Justice Hely suggested that copyright subsisted in the databases because of the selection or arrangement of material, and the sufficient skill, judgement and labour that was involved. Telstra Corporation Limited v Desktop Marketing Systems Pty Ltd [2001] FCA 612 (http://www.austlii.edu.au/au/cases/cth/federal_ct/2001/612.html) affirmed this approach. 

If a compilation argument is successful, then generally speaking it is the combination or arrangement of material in the online database which is protected, rather than the underlying information or data. Copyright exists in the database as an entire work and not in each individual piece of information that comprises the database. 

9.2. Limitations associated with ‘online’ databases

Even if the whole of the database is considered to be subject to copyright, the question still remains whether a substantial part of that database has been copied. Substantial copying has been referenced to the quality of the replication rather than quantity. Ultimately, this is a question of fact and degree depending on individual cases. It is however doubtful that courts will consider the taking of a few pieces of insignificant data from a database as sufficient to constitute a substantial reproduction of the copyright work in that database.

The Copyright Act appears to provide that the author of a work must be a ‘qualified person’ (as described in s  32(1)). There are concerns that where a computer program has contributed or created an online database, the apparent requirement of ‘human’ authorship may not be satisfied. 

The use of copyright to protect online databases is an argument in Australia which is of uncertain strength. Even if databases are given standing as compilation works, they continue to encounter difficulties in other elements of copyright, such as originality. 

10. The International Regime

The first international document protecting copyright was the 1886 Berne Convention for the Protection of Literary and Artistic Works (http://www.wipo.int/treaties/en/ip/berne/trtdocs_wo001.html), which contains 3 basic principles:

· National Treatment – which prevents discrimination against copyright holders of other countries;

· Automatic protection – provides works are automatically protected; and

· Independence of protection – the work will be protected within a signatory state irrespective of the copyright status in the country of origin. 

The Convention since 1886 has gone substantial changes, the latest in 1971 in Paris, and is administered by the World Intellectual Property Organisation (WIPO). The Convention’s major shortfall was that it lacked effective enforcement measures.  

This deficiency lead to the Agreement on Trade Related Aspects of Intellectual Property Rights (TRIPS) (http://www.wipo.int/treaties/en/ip/berne/trtdocs_wo001.html), administered by the World Trade Organisation (http://www.wto.org). While TRIPS still embodies many principles of the Berne Convention, it contains a powerful enforcement mechanism. States who do not adopt TRIPs-compliant intellectual property systems can be disciplined through the WTO's dispute settlement mechanism, which is capable of authorising trade sanctions against dissident states. In 1994 it was incorporated into the General Agreement on Tariffs and Trade which makes it an important trade focused source of copyright protection. 

The other notable international treaty is the Universal Copyright Convention 1952 (http://www.law.cornell.edu/treaties/berne/overview.html), which is administered by UNESCO. It was offered as initially offered as an alternative to the Berne Convention, but today is shadowed by the Berne Convention (see http://www.wikipedia.org/wiki/Universal_Copyright_Convention). 

WIPO’s Copyright Treaty (http://www.wipo.int/clea/docs/en/wo/wo033en.html ) and Performance and Phonograms Treaty 1996 (http://www.wipo.int/clea/docs/en/wo/wo034en.html ) protect copyright in electronic media and computer programs, as well as updating the Berne Convention to reflect TRIPS.  The WIPO Copyright Treaty ensures that computer programs are protected as literary works (Article 4) and that the arrangement and selection of material in databases is protected (Article 5). It provides authors of works with control over their rental and distribution (Articles 6-8) which they may not have under the Berne Convention alone. It also prohibits circumvention of technological measures for the protection of works (Article 11) and unauthorised modification of rights management information contained in works (Article 12).

The interoperation of these instruments results in protection for exported works being assured by in signatory country, and protection for imported works is guaranteed by domestic legislation which reflect the principles within these agreements (see Yee Fen Lim Cyberspace Law: Commentaries and Materials p 404). 

[Fitzgerald p.186; p. 191 Draft Access to Knowledge Treaty 2005 (http://www.cptech.org/a2k/a2k_treaty_may9.pdf)

The treaty is intended to ease the transfer of knowledge to developing nations, and to secure the viability of open innovation systems all over the world

10.1. European Union Directives

Copyright of material published on websites is protected by the EU Directive 96/9/EC on the Legal Protection of Databases (http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001L0029:EN:HTML) by classifying a website as a database. It provides protection to the creator of the databases from extraction and re-ultilisation of a whole or substantial part of the content of the database based on either qualitative or quantitative measurements.

The EU Directive 2001/29/EC on the Harmonisation of Certain Aspects of Copyright and Related Rights in the Information Society (http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001L0029:EN:HTML) seeks to further harmonise copyright law across the EU and the provisions encourage member states to ratify the WIPO Copyright Treaty. The Directive:

· harmonises the rights of reproduction and distribution;

· sets out a new right of communication to the public by wire or wireless (that is, by non-traditional, including electronic) means;

· specifies an exhaustive list of optional exceptions to the rights;

· imposes obligations on member states to protect technological measures employed by

· rights owners to prevent unauthorised use and to protect rights management information attached to works by rights owners to enable them to keep control of their works; and

· contains limited safeguards to enable legitimate users to use copyright works. (http://www.nationalarchives.gov.uk/legal/copyright.htm) 

11. Case Study: Napster 

In 2001 Napster agreed to comply with court orders forcing them to restrict access to copyright materials available via their site. Nine record companies and other rights holders, including Sony Music and Capitol Records had sued Napster for copyright infringement in the case of A & M Records Inc, et al v Napster Inc (http://www.copyright.gov/docs/napsteramicus.html
).
Napster provided a central registration and indexing facility for end-user sharing of MP3 files. By sharing files through uploading and downloading, the US Court of Appeal found that Napster’s subscribers were dealing with musical copyright works in breach of the true copyright owner’s exclusive rights of reproduction and distribution under US copyright law. 

The Court further found that Napster, although not itself engaging in direct copyright infringement, nevertheless had both actual and constructive knowledge of direct infringement by its subscribers and had therefore contributed to the breaches.

A casenote of this case can be obtained from http://www.digital.org.au/issue/napster.htm
. For further details of the copyright issues raised by Napster see http://www.digital.org.au/issue/napster.htm. 

[Fitzgerald p.206 

Kazaa case

p.208 MGM Studios, Inc. v. Grokster, Ltd. 545 U.S. 913 (2005) (http://www.law.cornell.edu/supct/html/04-480.ZS.html)  

Casenote (http://www.copyright.gov/docs/mgm/index.html)

p.209 

Australian Kazaa case

(http://www.austlii.edu.au/au/cases/cth/federal_ct/2005/972.html)

Casenote (http://www.copyright.org.au/news/newsbytopic/recentcases/U26043/)]
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