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Based on:
E Workshop for NSW Privacy Commissioner last year

E Judicial Commissiaof Victoriaon the conflict between court
powers to suppress identity and the culture of exposoindne
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and online marketing industry bodies
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Research into Communications Privacy Complaints handling,
online Codes of Conduct, Data sovereignty & the cloud (3 report:

E Experience as consumer and privacy advocate, and litigator
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What is Private and Public 8ociaNetworking?

E This discussion is to encourage you tdhimk and perhaps
reject, the temptation to think that, because Social Media have
lured some users into a culture of thoughtless, disrespectful
over-sharing, this represents a licence harvest and feed the
Big Data juggernauts straining at the leash to get at this loot.

E Social Networking is in the process of imploding, with the basis
of trust it relies being undermined by: excessive advertising;
Irresponsible exposur® riskof teenagers, children, infants and
babies; a proliferation of new modes of abuse; and jolly old
Uncle Sam now turning up at the party to tell us to carry on
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E If Golden Goose is to survive, privacy must come back, not die.



Online and soclial media
Impacts

Tech changes
Cultural changes
Legal changes
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Technological changes underlying

Offline world was nice and simple, for regulators.
Web 1.0: global publication, old media/publish models.

Web 2.0: social networking, user generated content.

Convergence of producer and consumer, + distributor.

Web 3.0?: mass personalisation, semantic web

ItQ not just your friends who know you, and what you mean.

Attack of the killer toddlerg we are so old.

Hackers retire at 15, kids turning filter tables on parents, slash.

Facebook does not enforce own rule of at leastyisold



YeOldeWorlde (¢2006)




New fangled (SNS/UGC)
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ISPs: the new block point



